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HANDLING NOTICE — Screenshots in this guide have been blurred where emails, license tokens, activation tokens, remote keys, and gateway identifiers
were visible. Review once more before public distribution.



DAMARK SOLUTIONS

ABOUT THIS GUIDE

Procedure overview

This guide walks a beta customer or integrator through the complete Edge Gateway flow: create a Portal account, verify email, generate a
middleware license, run the local Edge Gateway, activate the gateway, configure local PLC or BACnet data and tags, exercise the local console for
live status, command testing, auditing, and governance, and create a Remote Integration Client for external SCADA, HMI, or dashboard integration.

Workspace & Email Licensing & Local Gateway Cloud Registration & Device Configuration & Remote Integration
Verification Steps 5-9 Activation Local Console Steps 29-31
Steps 1-4 Steps 10-15 Steps 16-28

Before you begin

* A Windows 10/11 (x64) host machine to run the downloaded local Edge Gateway package.

¢ Network access from that host to the Damark Customer Gateway Portal.

e A work email address to create and verify the customer workspace.

* Local network or serial access to the PLC or BACnet devices being onboarded.

* Atag list (CSV, JSON, or controller export) for the PLCs or BACnet devices being onboarded.

HANDLING NOTICE — Screenshots in this guide have been blurred where emails, license tokens, activation tokens, remote keys, and gateway identifiers
were visible. Review once more before public distribution.

Internal beta draft — screenshots redacted Page 2 of 34



DAMARK SOLUTIONS
PHASE 1 - WORKSPACE & EMAIL VERIFICATION

Create a customer workspace

Open the Damark Customer Gateway Portal and create the customer account and workspace using the customer name, work email, password,
company name, and workspace slug.

DAMARK SOLUTIONS

Customer Gateway y
Portal Access Portal

STEP 1 OF 5

+ Create customer account
ioPlug

loPlugControls

FIGURE 1 — The Customer Gateway Portal sign-in and workspace creation screen.




DAMARK SOLUTIONS

PHASE 1 - WORKSPACE & EMAIL VERIFICATION

Verify email prompt

After the workspace is created, the Portal shows the email verification panel. The user should check their inbox and complete verification before
signing in.

DANARK SOLUTTONS

Customer Gateway
Portal Access Portal

STEF 1 OF 5

+ Create customer account

Verify your email

FIGURE 2 — Workspace created — the Portal prompts for email verification before sign-in.
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DAMARK SOLUTIONS

PHASE 1 - WORKSPACE & EMAIL VERIFICATION

Confirm the verification email

Open the Damark Solutions verification email and select Verify email address. The link expires, so this step should be completed promptly.

Junk Email 7 Gt = 11 Verify your Damark Solutions account

Items in Junk Email will be permanently
deleted after 30 days DS

To: You Mon 6/15/2026 8:08 PM
v  Today

Damark Solutions 7
Hello ioPlug,

Confirm your email address to activate your Damark Solutions workspace.

v  This month
This link expires in 24 hours. If you did not request this account, you can ignore this email.

FIGURE 3 — The verification email from Damark Solutions, with the Verify email address link.
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DAMARK SOLUTIONS
PHASE 1 - WORKSPACE & EMAIL VERIFICATION

Email verified

The Portal confirms that the email is verified and the workspace trial is active. The user can now sign in.

STEP 1 OF 5

Access Portal

»] Signin

Email verified

FIGURE 4 — Atfter verification, the Portal confirms the workspace trial is active.




DAMARK SOLUTIONS

PHASE 2 - LICENSING & LOCAL GATEWAY

Generate a middleware license

Go to Users, choose the workspace user, and generate the middleware license token. This token controls local gateway login and beta access.

DAMARK SOLUTIONS WOR \CE

Customer Gateway

Portal My Users

TENANTOWNER

Active

Generate

FIGURE 5 — The Users panel, with Generate queued for the workspace owner’s middleware license.

SECURITY REMINDER — Copy secrets only into the intended local gateway or trusted client. Do not email, screenshot, or publish raw tokens.



DAMARK SOLUTIONS

PHASE 2 - LICENSING & LOCAL GATEWAY

Run the local Edge Gateway

Extract the downloaded ZIP package and run PlcMiddleware.Host. This starts the local gateway application.

Name
. PlcMiddleware.Drivers.dll
a PlcMiddleware.Host.deps
B PicMiddleware.Host.dil
1 PicMiddleware.Host
a PlcMiddleware.Host.runtim
&) PicMiddleware.Host.static
. PlcMiddleware.Services.dl
B README-FIRST-RUN.txt

57.Net.dll

Status Date modified

PM

6 11:35 PM

) 11:35 PM

Type
Application extension
JSON File
Application extension
Application

IN File
J50N File
Application extension
Text Document

Application extension

SQLitePCLRaw.batteries_v2.dll ¢ 3 2: y Application extension
SQLitePCLRaw.core.dll 38 PNV Application extension
SQLitePCLRaw.provider.e_sqlite3.dll Application extension
Swashbuckle.AspNetCore.Swagger.dll 1/11/202 M Application extension
Swashbuckle.AspNetCore.SwaggerGen.dll ; 1/11/2023 1: M Application extension

Swashbuckle. AspNetCore.SwaggerUl.dll 1/11/2023 1:49 AM Application extension

System.AppContext.dil 4/ Application extension

FIGURE 6 — Windows File Explorer showing the extracted PlcMiddleware.Host package.



DAMARK SOLUTIONS Edge Gateway — Customer Onboarding Guide

PHASE 2 - LICENSING & LOCAL GATEWAY

Open the local gateway URL

Open the local gateway in the browser, typically http://localhost:5000.

STEP 7 OF 31

& Localhost:5000)

& localhost:5000

® PLC Middleware - localhost: 0g O3 Switch to this tab

Q Localhost:5000 - Brave Search

FIGURE 7 — Opening the local gateway at http://localhost:5000 in the browser.

Internal beta draft — screenshots redacted
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DAMARK SOLUTIONS

PHASE 2 - LICENSING & LOCAL GATEWAY

Copy the license token

Copy the generated middleware license token from the Portal that starts as dmg_xxxxx. It is shown once and should be handled as a secret.

WIDDLEWARE L

License for ioPlug

ROLE SOURCE

MIDDLEWARE ROLE EXPIRES

FIGURE 8 — The one-time middleware license token, ready to copy into the local gateway.

SECURITY REMINDER — Copy secrets only into the intended local gateway or trusted client. Do not email, screenshot, or publish raw tokens.
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DAMARK SOLUTIONS Edge Gateway — Customer Onboarding Guide
PHASE 2 - LICENSING & LOCAL GATEWAY STEP 9 OF 31

Log in with the license

Paste the license token into the local Edge Gateway login page and select Login with License.

€Y PLC Middlewars x

[ @ lccalhost:

PLC Middleware

Licenzed local gateway access

Middleware License

1se token issued from Damark Portal for this

License token

Login with License

» Development login

Damark local gateway runtime

FIGURE 9 — The local Edge Gateway login screen, ready to accept the license token.
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DAMARK SOLUTIONS

PHASE 3 - CLOUD REGISTRATION & ACTIVATION

Register a cloud gateway record

In the Portal, register the gateway record that the local middleware will bind against.

SOLUTEONS
er Gateway

INFR TURE

Gateways

[E Account [ Workspace =) Register Gateway

Main Line PLC|

+ Register Gateway

FIGURE 10 — Registering the cloud-side gateway record that the local middleware will bind against.
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DAMARK SOLUTIONS
PHASE 3 - CLOUD REGISTRATION & ACTIVATION

Review the gateway dashboard

The Portal dashboard shows the gateway in Draft state before activation and synchronization.

DAMARK SOLUTLONS C
Customer Gateway
Portal Dashboard

TENANTOWNER

] Gateway Fleet Status Selected Gateway

lePLC

Mot reported

Mot reported

FIGURE 11 — The Portal dashboard, with the new gateway showing in Draft state.
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DAMARK SOLUTIONS

PHASE 3 - CLOUD REGISTRATION & ACTIVATION

Confirm selected gateway status

Use the Selected Gateway panel to inspect gateway details, runtime token status, heartbeat, PLC count, and tag visibility.

Selected Gateway

® DRAFT

ioPLC

Not issued Not reported

Micro850

Not reported

None visible

FIGURE 12 — The Selected Gateway panel — runtime status, heartbeat, and tag counts at a glance.
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DAMARK SOLUTIONS

PHASE 3 - CLOUD REGISTRATION & ACTIVATION

Create the activation package

Create an activation package in the Portal. Copy the activation token and config details for the local middleware binding step.

DAMARK SOLUTIONS

Customer Gateway 2 i - .
Portal Middleware Activation

STEP

} OF 5

TEMANTNLMED

i+ Activation Package

47 Create Activation Package

4; Activation

FIGURE 13 — Generating the one-time activation package for the local middleware.

SECURITY REMINDER — Copy secrets only into the intended local gateway or trusted client. Do not email, screenshot, or publish raw tokens.
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DAMARK SOLUTIONS
PHASE 3 - CLOUD REGISTRATION & ACTIVATION

Activate the local gateway

In the local Edge Gateway settings, enter the Portal URL and activation token, then activate the gateway.

PLC Middleware

GATEWAY ID

Configuration status: Needs attention
Gateway not found.

Portal URL

httpsy//damarksolutions.com

Middleware to Portal
ncal PLCs and tags to Publish

@ Connection Settings

AP URL

o
-
..... n
TENANT
loplug-team
STATUS
active
LOCAL VERSION PORTAL VERSION PORTAL PLCS PORTAL TAGS
NiA NAA e @

Activation Token

Gateway Heartbeat

Portal to Middleware
Downlaads partal PLCs and tags to Sync
this middleware. config, PLCs. and tags.

Reparts runtime version, local send

FIGURE 14 — The local gateway Settings page, ready for the Portal URL and activation token.

Lagout
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DAMARK SOLUTIONS

PHASE 3 - CLOUD REGISTRATION & ACTIVATION

Edge Gateway — Customer Onboarding Guide
STEP 15 OF 31

Confirm activation and sync state

After activation, the gateway reports success. If local and portal versions differ, sync first or force publish depending on the intended source of truth.

Configuration status: Versions differ

Local and portal configuration versions are different.

Sync first Force publish

Portal URL

https://damarksolutions.com

Middleware to Portal
Uploads local PLCs and tags to
the portal.

Gateway activated successfully.

Internal beta draft — screenshots redacted

Publish

LOCAL VERSION PORTAL VERSION PORTAL PLCS PORTAL TAGS
N/A %1 ] 2]
Activation Token
Portal to Middleware Gateway Heartbeat
Downloads portal PLCs and tags to Sync Reports runtime version, local Send
this middleware. config, PLCs, and tags.

FIGURE 15 — Activation complete — the gateway reports a successful sync.
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DAMARK SOLUTIONS
PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Configure PLCs or BACnet devices

Use the local Configuration page to add, edit, import, validate, and apply PLC and BACnet configuration.

PLC Middleware

Edit middleware configuration and apply it to the service

Audit Log
& Wisual Editor </> JSON Editor

Configuration

= PLGs

BACnet Test PLC

=
S picis  BAChetIP (Bet)

— MainPLC
= plc 5 Modbus TCP

TEST PLC
plc_13 Modbus TCP

00

FIGURE 16 — The Configuration page, listing PLC and BACnet devices bound to this gateway.

=

Admin Logout

P et

16
Delete
tag
35
Delete
tags
2
Delets
tag
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DAMARK SOLUTIONS

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Add a new PLC connection

From Configuration, select Add PLC and choose the protocol. For Modbus TCP, set the IP address, port, and timeout for the target controller.

PLC Middleware

Audit Log
=
Configuration

X Settings

Edit middleware configuration and apply it to the service

& Visual Editor </> JSON Editor

S PLCs

New PLC
plc-1781736229388  Modbus TCP

0
Delete
tags

& General Configuration
D

plc-1781736229308

Tipo of PLC

Modbus TCP

Port

502

Name

New PLC

IP Address

> [ 10.0.0.5]

Timeout (ms)

5000

FIGURE 17 — Adding a new Modbus TCP PLC connection, with IP address, port, and timeout.
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DAMARK SOLUTIONS
PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Import tags from CSV, JSON, or controller exports

Edge Gateway — Customer Onboarding Guide

STEP 18 OF 31

Open Import Tags and paste CSV, JSON, CCW Modbus XML, TwinCAT XML, or BACnet EDE data. The Supported fields panel lists the required

and optional columns, including governance and rate-limit fields.

Import Tags
Paste CSV, JSON, CCW Meodbus XML TwinCAT XML, or BACnet EDE, preview the rows, then apply only valid selected tags to New PLC.

csv JSON CCW XML TwinCAT XML BACnet EDE Load sample

name, address,dataType, accessMode, pollGroupld, controlProfile,allowedIngress, selectedIngress,requireConfirm
ation,ownershipReguired,maxUpdateRateHz,tt1Ms,maxkritesPerSecond,description
MotorStart,C:@,Bool,ReadWrite, default,DiscreteCommand, "REST|SignalR™ ,REST, true, true,18,3888,5,5tart motor
command

TankLevel,HR:18,Real,ReadOnly, default,StatusOnly ,REST,REST,false,false,,, ,Tank level feedback
PumpRunning,DI: @, Bool,ReadOnly ,default,StatusOnly,REST,REST,false,false,,,,Pump running status

Supported fields

Minimum required fields are name, address, and
dataType.

Common: name, address, dataType, accessMode,
pollGroupld, controlProfile, description

Policy: allowedIngress, selectedingress, requireConfirmation,
ownershipRequired

Limits: maxUpdateRateHz, ttiMs, maxWritesPerSecond

Aliases: Bool/Boolean, Real/Float, ReadOnly/RO,
ReadWrite/RW, REST, SignalR, RemotePartal

CCW XML: converts COILS to C:, HOLDING_REGISTERS to
HR:, DISCRETE_INPUTS to DI;, and INPUT_REGISTERS to IR:.

TwinCAT XML: imports PLCopen XML globalVars/GVL
wvariables as Beckhoff ADS symbol paths.

BACnet EDE: imports YABE EDE objects as Present_Value
tags and maps settable AC/AV, BC/BV, and MO/MV objects
to governed writable tags with BACnet priority 8.

FIGURE 18 — The Import Tags dialog, with a CSV sample and the supported-fields reference.

Internal beta draft — screenshots redacted
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DAMARK SOLUTIONS Edge Gateway — Customer Onboarding Guide

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE STEP 19 OF 31

Preview and select tags to apply

Generate Preview parses the pasted data and reports how many rows are valid. Review each row, adjust fields if needed, then choose which rows
to apply to this PLC.

Import Tags
Paste CSV, JSON, CCW Modbus XML TwinCAT XML, or BACnet EDE, preview the rows, then apply only valid selected tags to New PLC.

csv JSON CCW XML TwinCAT XML BACnet EDE Supported fields

Minimum required fields are name, address, and

Load sample dataType.

Common: name, address, dataType, accessMode,

name, address ,dataType, accessMode ,pollGroupld, controlProfile,allowedIngress,selectedIngress,requireConfi poliGroupld, controlPrafile, description
rmation,ownershipReguired,maxUpdateRateHz, tt1Ms,maxiiritesPerSecond,description
MotorStart,(:@,Bool,ReadWrite, default, DiscreteCommand, "REST |SignalR” ,REST, true, true,18,3008,5,5tart
motor command requireConfirmation, ownershipRequired
TankLevel,HR:1@,Real,ReadOnly,default, StatusOnly ,REST,REST ,false,false,,,,Tank level feedback
PumpRunning,DI:@,Bool, ReadOnly,default,StatusOnly,REST,REST, false, false,,,,Pump running status

Policy: allowedingress, selectedingress,

Limits: maxUpdateRateHz, ttiMs, maxWntesPerSecond

Aliases: Bool/Boolean, Real/Float, ReadOnly/RO,
ReadWrite/RW, REST, SignalR, RemotePortal

CCW XML: converts COILS to C;, HOLDING_REGISTERS to
HR:, DISCRETE_INPUTS to DI:, and INPUT_REGISTERS to IR..

TwinCAT XML: imports PLCopen XML globalVars/GVL
variables as Beckhoff ADS symbol paths.

BACnet EDE: imports YABE EDE objects as Present_Value
tags and maps settable AQ/AV, BO/BV, and MO/MV objects
to governed writable tags with BACnet priority 8.

3 valid / 0 invalid / 3 selected Select all valid Deselect all Apply selected valid rows

DataType PoliGroup Profile

MotorStart B ReadWrite default DiscreteCommand
TankLevel Real (float) ReadOnly default StatusOnly

PumpRunning : ReadOnly default StatusOnly

FIGURE 19 — The import preview — three valid rows ready to apply to New PLC.
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DAMARK SOLUTIONS
PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Configure per-tag access and write policy

Each tag carries its own access mode, allowed ingress (REST, SignalR, or Remote Portal), confirmation and ownership requirements, and write-

rate limits. The address guide clarifies Modbus coil, register, and reference-number conventions.

PLC Middleware

default 1000
© Tags o Import Tags + Add Tag
_: Configuration
Modbus address guide Reference numbers
Book C:@ writablecoil DIze read-only input 42881 maps 1o holding registers; 3801 maps to input registers.
Numeric/String: Hi:@ writable register. 1f:@ read-only register. ‘Writable tags should use coils or holding registers.
(] only errors Showing 3 of 3tags SHOW | 20 w
NAME ADDRESS DATATYPE ACCESS POLLGROUP PROFILE
MotorStart 0 Bool b ReadWrite default hd DiscreteCommand Delete
ALLOWED INGRESS SELECTED Confim MAX HZ TILMS
REST Signalk [] Remote Portal REST W Qwnership 10 2 3000

MAX WRITES/S

5

TankLevel HR:10 Real (float) v ReadOnly v default v StatusOnly b Delete
ALLOWED INGRESS SELECTED [ Confirm MAX HZ TILMS
REST [J SignalR [ Remote Portal REST ~| [ Ownership

MAX WRITES/S

PumpRunning Do Boo! hd ReadOnly default ~ StatusOnly ~ Delete
ALLOWED INGRESS SELECTED O Confirm MAX HZ TILMS
REST [J Signalk (0 Remote Portal REST ~| [ Ownership

MAX WRITES/S

FIGURE 20 — Tag-level governance fields — access mode, ingress, confirmation, ownership, and write-rate limits.
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DAMARK SOLUTIONS

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Validate and apply the configuration

Validate checks the configuration before Apply Configuration pushes it live to the running service. The PLC list immediately reflects the new tag

count.

STEP 21 OF 31

PLC Middleware

Configuration

m Configuration G Reload

Edit middleware configuration and apply it ta the service

@ Configuration is valid

& Visual Editor <> JSON Editor

5229388 Modbus TCP

® validate © Apply Configuration

+ Add PLC

Delete

I
ol Configuration applied

Internal beta draft — screenshots redacted

FIGURE 21 — Configuration applied — New PLC now reports three tags.
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DAMARK SOLUTIONS

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Monitor live PLC connection status

The PLCs page shows real-time connection state, address, tag and poll-group counts, and last-connection time for each configured device, with

Test and Reconnect actions.

PLC Middleware

MNe... ® Disconnected

Type: ModbusTcp
Address: 18.8.8.5:582
Tags: E
Poll Groups: 1
'&j:nmim 1/1/1, 12:00:0...

€ Mot connected

iew
Deetails

Test

FIGURE 22 — A PLC card showing a disconnected Modbus TCP device, ready to reconnect.
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DAMARK SOLUTIONS
PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Review the fleet dashboard

The Dashboard summarizes total, connected, and disconnected PLCs and tags across the gateway, and streams recent telemetry for the PLCs
selected for display.

PLC Middleware
08 Dashboard

Total PLCs Connected PLCs Disconnected Total Tags

Configured PLCs Select all Clean Selecction
DISPLAY NAME ADDRESS STATUS TAGS
18.8.8.5:582 Disconnected 3

Recent Telemetry (Selected PLCs) ltems | 10w

Waiting for telemetry.

FIGURE 23 — The Dashboard — fleet summary counters and the Recent Telemetry panel.
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DAMARK SOLUTIONS

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Test writes from the Command Console

The Command Console lets an operator exercise a tag write over REST or SignalR before any external client does, with the exact payload —

including the idempotency key — shown for review.

STEP 24 OF 31

PLC Middleware

)\f Monitoring

Monitoring

Telemetry visualization and tools

Live Telemetry Command Console

Command Console

writes with tag rules, ownership, confirmation, and transport results visible.
Transport
REST SignalR

PLC

New PLC (plc-1781736229308) »:

Tag

Select a tag... v Clear

Select a tag...
MotorStart

TankLevel

PumpRunning

Value

true

For BACnet, use relingu

ldempotency Key

m Cfea ;

Payload Preview

"plcid”: "plc-1781736229388",
“tagiame”: 7,
"value": true,
*idempotancyKey”:

}

Result

mand submi

ed yet.

"{auto)"

SignalR Connected

FIGURE 24 — The Command Console, with a write queued for the MotorStart tag.

OPERATIONAL REMINDER — Commands sent from the Console reach the real PLC if connected. Use a non-production controller or a safe test tag.

Internal beta draft — screenshots redacted
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DAMARK SOLUTIONS

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE STEP 25 OF 31

Review the command audit log

Every write — from the Command Console, REST, or SignalR — is recorded in the Audit Log with outcome and timing, and can be filtered by PLC,
tag, status, or date range.

PLC Middleware

Command Audit

Complete history of write operations

C' Refresh

B AuditLog
Total Commands Average Time
0 Oms
% Filters Clear
PLC ID Tag Status From To
All ¥ mm/dd/yyyy - O mm/dd/yyyy —:—- O
2 Audit Records Showing 0 of 0 records

FIGURE 25 — The Command Audit view, with success-rate and timing summaries and filterable records.
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DAMARK SOLUTIONS

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Configure governance policies

Governance defines what each tag may do over REST versus SignalR, applies reusable safety templates, controls which client integrations may
write, and manages ownership leases so two clients cannot fight over the same actuator.

STEP 26 OF 31

PLC Middleware

Governance

Governance

Define and enforce what can be read/written via REST vs SignalR, per PLC, per tag, and per client integration.
Use tem
runtime writes.

ates to apply safe defaults quickly. Draft PLC policies are editable; published PLC policies guard

PLC Policies Templates

Per-tag read/write + ingress rules Reusable safety presets

a Ownership
Control leases + write locking

What this enables
Allow REST writes for "safe” tags and block SignalR writes for “dangerous” tags (or vice versa).
Require ownership for writes (prevents two clients fighting over the same actuator).

Apply templates (e.g., "SCADA slider safe setpoint”) to multiple tags in 1 action.

keep policies separate from raw PLC config: change rules without touching mapping.

Clients

Integrations allowed to write

Internal beta draft — screenshots redacted

FIGURE 26 — The Governance landing page — policies, templates, clients, and ownership.

Page 28 of 34



DAMARK SOLUTIONS
PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Set up the Integration API for external clients

The Integration API is the entry point for an external SCADA, HMI, or script. A client key passes four checks — client state, read/write scope,

governance policy, and ownership or rate limits — before any read or write reaches a PLC.

PLC Middleware

i@?, Settings

[ } Integration API

8

REST JSON or SignalR

& Local middleware integrations

Integration API

Entry point for a local SCADA, HMI, service, or scri
with an Integration Client key issued by the middleware

g How approval works

The key admits the client. Governance still guards the PLC,

STEP 1 STEP 2
Client key, enabled state, and allowed Read/write permission and PLC scope
ingress

STEP 3 STEP 4

Tag access plus published Governance ‘Ownership, confirmation, and client

policy write rate limit

This is the local or private-network integration path. Portal-based remote command
access is a separate cloud surface and should not reuse this key path directly.

REST path

Start with metadata reads, then submit commands only for tags approved by

ion and published peolicy.
‘Write guards

POST /api/commands

GET /fapi/plcs/{plcId}/status POST
Japi/ownership/{plcId}/{tagham|

GET /api/plcs/{plcId}/tags

POST
fapi/commands/{correlationId}/|

£ Integration Clients 0 SwaggerUl

ipt that reads or writes PLC data through this gateway. Use

o Authentication

ssue the raw key once from Governance,

REST header

X-Damark-Client-Key: <client-key>

SignalR query

?damark_client_key=<client-key>

SignalR path

(e}
Use hubs for live telemetry and command interactions.

Telemetry Commands

fhubs/telemetry #hubs fcommands

ents still need the allowed ingress flag, PLC scope, and matching read or

hip leases belong fo the Integration Client identity. Confirmation and
MaxWriteRateHz' cantinue to apply across REST and SignalR

FIGURE 27 — The Integration API reference — approval steps, authentication headers, and REST/SignalR paths.
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DAMARK SOLUTIONS

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

Explore the full API reference in SwaggerUl

SwaggerUl documents every endpoint exposed by the local gateway, grouped by area, and lets a developer authorize and try requests directly from
the browser.

PLC Middleware

PI_C Mldd‘eWare APl@

1 i Audit h
o st AuthDebug ~
CloudActivation ~
Commands ~
Config v
Governance v
Health ~
Ownership ~
PlcMiddleware.Host ~
Plcs v

FIGURE 28 — SwaggerUl — the local gateway’s interactive API reference.
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DAMARK SOLUTIONS

PHASE 5 - REMOTE INTEGRATION

Create a Remote Integration Client

In Portal Integrations, create a remote client, select the acting workspace user, enable the required access, and scope it to the gateway.

JAMARKE SOLUTIONS
Customer Gateway _ =
Portal Remote Integration Clients

APT ACCESS

TERANTOWNER

77 Create remote client

ioPlug-Client

icPlug - Tenant owner

eate Remote Client

FIGURE 29 — Creating a Remote Integration Client scoped to the ioPLC gateway.
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DAMARK SOLUTIONS

PHASE 5 - REMOTE INTEGRATION

Issue the remote key

Issue a key for the Remote Integration Client. This key is used by external SCADA, HMI, and dashboard clients to connect through the Portal.

DAMARK SOLUTIONS

Customer Gateway = i
[— Remote Integration Clients

API ACCESS

ioPlug-Client

= WISSING

¢ Cresteremote cllent

FIGURE 30 — The Remote Integration Client, ready to issue its first access key.
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DAMARK SOLUTIONS

PHASE 5 - REMOTE INTEGRATION

Store the remote client key securely

Copy the remote client key immediately. It is shown once, can be rotated or revoked, and should not be exposed publicly.

ioPlug-Client

< Create remote client

IcFlug - Tenant cwner

ioPlug-Client key

FIGURE 31 — The one-time remote client key, shown once and ready to be stored securely.

SECURITY REMINDER — Copy secrets only into the intended local gateway or trusted client. Do not email, screenshot, or publish raw tokens.
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DAMARK SOLUTIONS
BEFORE YOU HAND OFF

Operational checklist

Confirm each item below before considering the onboarding complete or sharing this procedure outside the internal beta team.

PHASE 1 - WORKSPACE & EMAIL VERIFICATION
O Customer account is created and email is verified.

PHASE 2 - LICENSING & LOCAL GATEWAY

[0 Workspace user has an issued middleware license token.
[0 Local Edge Gateway starts and accepts the license token.

PHASE 3 - CLOUD REGISTRATION & ACTIVATION

[0 Cloud gateway record exists in the Portal.

[1 Activation package is generated and applied locally.

[l Gateway activation succeeds and heartbeat/sync can be sent.

PHASE 4 - DEVICE CONFIGURATION & LOCAL CONSOLE

PLC or BACnet configuration is validated and applied locally.

Tags are imported or added with the correct address and data type.

Tag-level access, ingress, and write-rate policies are reviewed.

PLC connection status is confirmed from the PLCs view.

Dashboard fleet summary and telemetry are reviewed.

A test write is exercised and confirmed from the Command Console.

The audit log reflects the test write.

Governance policies (templates, clients, ownership) are configured as needed.

I I B B o A R A

PHASE 5 - REMOTE INTEGRATION

[0 Remote Integration Client is scoped to the intended gateway.
[0 Remote key is issued, copied once, and stored securely.
[0 Screenshots are reviewed and redacted before sharing outside the internal beta team.

Internal beta draft — screenshots redacted

Integration APl authentication and endpoints are understood (REST, SignalR, SwaggerUl).

Page 34 of 34



